
Received: 18 March 2026 Revised: 9 May 2026 Accepted: 1 June 2026                             Vol. 2 | Issue 2 | December 2026 

Online ISSN: 3105-2169    

 

 

International Journal of Mechatronics, Robotics, and Artificial Intelligence 
Original Article 
 

 

This is an open access article under the terms of the Creative Commons Attribution License, which permits use, distribution and reproduction   

in any medium, provided the original work is properly cited. 
© 2026 The Authors. 

https://doi.org/10.33971/ijmrai.2.2.1    https://www.ijmrai.edu.iq 94 

 

Collaborative Lightweight Deep Learning Optimization 

for Intrusion Detection in SDN-IoT Networks 
Ali H. Hamad*1, Mustafa T. Saleh2         

1Department of Biomedical Application, College of Artificial Intelligence, University of Baghdad, Baghdad, Iraq 
2Informatics Institute for Postgraduate Studies, University of Information and Communications Technology, Baghdad, Iraq 

 
Correspondence 

* Ali Hussein Hamad 

Department of Biomedical Application, College of Artificial Intelligence, University of Baghdad, Baghdad, Iraq 

Email: ahamad@kecbu.uobaghdad.edu.iq 

 

Abstract 

The combination of the Internet of Things (IoT) and Software-Defined Networking (SDN) has quickly revolutionized the world 

of industry, and also brought with it some severe security risks. Despite its recent success, Deep learning (DL) can be a powerful 

method for Network Intrusion Detection systems (NIDS), but often the computational and memory requirements are too high 

for edge devices. In this paper, a collaborative optimization framework with lightweight deep-learning IDS models suitable for 

SDN-IoT environments is proposed. We formalize and test three collaborative compression schemes based on combining 

pruning, clustering, and quantization, yet maintaining the structural advantages of each stage: Sparsity-Preserving 

Quantization-Aware Training (PQAT), Cluster-Preserving Quantization-Aware Training (CQAT), and Sparsity-and-Cluster-

Preserving Quantization-Aware Training (PCQAT). The three schemes are evaluated on four canonical architectures (LSTM, 

RNN, DNN and CNN) on the proposed SICA dataset with respect to DDoS, Probe and Brute-Force (BFA). The results show 

that aggressive single-stage compression such as clustering can shrink model size by up to 94%, but at the cost of predictive 

confidence; PCQAT, by contrast, acts as a stabilizer that recovers this lost confidence. In particular, CNN-PCQAT and DNN-

PCQAT deliver the most favorable trade-off, sustaining high detection accuracy on all three attack classes with inference latency 

below 0.01ms. The framework therefore offers a practical, deployment-oriented guideline for implementing real-time IDS on 

resource-constrained SDN-IoT edge devices. 
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I.  INTRODUCTION 

The IoT technology is gaining pace in the latest century. 

Due to its ability to facilitate autonomous data transfer with 

human intervention, it can be used in an extremely large 

variety of applications in a wide field of industries and 

disciplines, such as agriculture, unmanned vehicles, 

healthcare, and manufacturing. It is expected that the IoT will 

transform the way humans exist because it will create more 

autonomous and wholly intelligent systems. However, the 

very existence of the current IoT (Internet of Things) device 

environment as a publicly deployed environment gives them 

a vulnerability to both cyber and physical attacks. Security 

issues, as to user-privacy violations caused by computer 

attack, may be particularly harmful. Therefore, there is an 

urgent need to come up with a powerful and dynamic 

intrusion-detection system that can deal with the security 

issues that come with the IoT [1]. 

Combining Software-Defined Networking (SDN) with 

the Internet of Things (IoT) is radically changing modern 

network architectures by increasing flexibility, scalability, 

and centralized control. While SDN is able to separate the 

data plane from the control plane, enabling programmable 

and dynamic network customization, IoT is capable of 

connecting billions of diverse devices, creating vast amounts 

of data. Yet, the integration brings in new and complex 

security challenges, most of which are attributed to the 

distributed, resource-constrained and heterogeneous 

characteristics of IoT ecosystems, as well as the centralized 

control logic of SDN. Intrusion Detection Systems (IDS) are 

therefore important elements towards the protection of SDN-

IoT networks. They scan traffic to detect an activity that is 

malicious and breach of policies. Traditional IDS solutions 

can be unsuccessful when they have to face the dynamic, 

heterogeneous nature of SDN-IoT worlds. The Deep 

Learning (DL) techniques are powerful ones which can 

automatically learn complex patterns from vast amounts of 

data. The effectiveness of DL-based IDS systems, however, 

highly relies on the quality, relevance, and format of the data 

sets for training and testing [2].  

To facilitate IDS research on a scale where large volumes 

of publicly available datasets can be employed, research 
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 datasets have been constructed such as BoT-IoT [3], ToN-IoT 

[4], InSDN [5] and SDN-IoT [6] which deal with various 

aspects of network behavior and attack typologies. Such 

datasets might not sufficiently represent complexity of 

modern SDN IoT architectures, or may be biased in the 

representation of the different categories of attacks. To tackle 

this problem, the present paper introduces a novel, 

synthetically generated Network Based-Intrusion Detection 

Systems (NIDS) dataset especially designed to simulate 

various attack scenarios along with realistic distributions of 

traffic in SDN-IoT networks. The comparative analysis of the 

new IDS dataset SDN-IoT with InSDN, SDN-IoT, BoT-IoT 

and ToN-IoT validates its efficiency. 

IDS solutions have long been used as a security measure 

in conventional computer networks in order to fulfill the 

diversified security needs. However, the traditional IDS 

would not be very suitable in IoT networks due to a number 

of corresponding limitations, such as the poor computational 

and storage capabilities of the devices of the IoT. The general 

trend has been to conduct numerous studies that take into 

account security preconditions and resource constraints of 

IoT devices, also known as lightweight IDS. These solutions 

however, are normally associated with low Detection Rate 

(DR), high False Negative (FN) rate and high False Positive 

(FP) rate. In addition, most of such studies do not evaluate 

their models based on CPU or memory consumption [7]. 

Despite this progress, three interconnected gaps still 

hinder the practical deployment of deep-learning-based IDS 

on SDN-IoT infrastructures. First, existing benchmark 

datasets such as InSDN, BoT-IoT, ToN-IoT, and SDN-IoT 

inadequately capture the traffic heterogeneity, device 

diversity, and attack breadth that characterize contemporary 

SDN-IoT deployments, which constrains the generalizability 

of the resulting models. Second, conventional compression 

techniques-pruning, clustering, and quantization, each 

impose a stark trade-off between footprint reduction and 

detection fidelity when applied in isolation; furthermore, 

naïvely chaining them often causes one stage to nullify the 

structural benefits of the previous stage. Clustering, for 

instance, destroys the sparsity introduced by pruning, while 

post-training quantization can erase the centroid structure 

produced by clustering. Third, the literature lacks a 

systematic, head-to-head comparison of collaborative 

compression strategies across canonical deep-learning 

architectures (LSTM, RNN, DNN, and CNN) under realistic 

SDN-IoT attack scenarios, reported jointly against the 

deployment-critical metrics of model size, inference latency, 

and confidence. These gaps motivate the present work, which 

introduces a unified collaborative optimization framework 

that preserves the structural benefits of each compression 

stage and delivers deployable, real-time intrusion detection 

on resource-constrained edge devices. 

In this work, a collaborative light weight deep learning 

models have been proposed which are Sparsity preserving 

quantization aware training (PQAT), Cluster preserving 

quantization aware training (CQAT), and Sparsity and cluster 

preserving quantization aware training (PCQAT). The 

dilemma that arises when one attempts to put these 

methodologies together is the fact that the results of any one 

of the techniques traditionally annihilates the results of the 

precedent method and thus one must undermine the overall 

benefit of using all of them at the same time; to give an 

example, clustering does not preserve the sparsity induced by 

the pruning API. 

The main contributions of this paper are summarized as 

follows: 

• We construct and release SICA (SDN-IoT Cyber 

Attack), a new synthetically generated NIDS dataset 

comprising 2,298,904 records, 84 features, and 22 attack 

classes, offering broader attack coverage and a richer 

SDN-IoT traffic profile than existing benchmarks such 

as InSDN, BoT-IoT, ToN-IoT, and SDN-IoT. 

• We formalise and implement three collaborative 

compression schemes Sparsity-Preserving Quantization-

Aware Training (PQAT), Cluster-Preserving 

Quantization-Aware Training (CQAT), and Sparsity-

and-Cluster-Preserving Quantization-Aware Training 

(PCQAT)—that resolve the mutual-cancellation problem 

of naïve chaining by retaining the sparsity and centroid 

structure produced by earlier compression stages. 

• We conduct a systematic, head-to-head evaluation of 

these schemes across four canonical deep-learning 

architectures (LSTM, RNN, DNN, and CNN) and three 

representative attack categories (DDoS, Probe, and 

BFA), jointly reporting model size, inference latency, 

and prediction confidence so that the deployment trade-

offs are made explicit. 

• We show that individual clustering can reduce model 

size by up to 94%, but that PCQAT acts as a stabilizing 

scheme that recovers the predictive confidence lost under 

aggressive compression; in particular, CNN-PCQAT and 

DNN-PCQAT sustain high detection fidelity on DDoS, 

Probe, and BFA traffic while achieving inference latency 

below 0.01ms. 

• We translate the experimental findings into a set of 

practical, deployment-oriented guidelines that map 

memory and latency budgets to the most suitable 

collaborative optimization strategy for real-time IDS on 

resource-constrained SDN-IoT edge devices. 

The rest of the paper is organized as follows; section2 

introduces the state of the art related to this topic. In section 

three a description of the proposed methods. Section four 

describes the proposed IDS based deep learning and 

lightweight techniques used in this work while section five 

provides the main obtained results. Finally, a conclusion of 

the proposed work is provided in section six. 

 

II. RELATED WORK 

The past few years have seen the spread of Internet of 

Things gadgets and the implementations of Software-Defined 

Networking that has made it necessary to develop effective 

Network Intrusion Detection Systems that are capable of 

working with limited resources. Deep learning models are 

known to have high detection rates but commonly have large 

computational and memory demands, which pose a challenge 

to use on edge devices. To address these issues, scholars have 

investigated a number of model compression methods, such 

as pruning, quantization and clustering, to develop 

lightweight architectures to be used in SDN-IoT settings. Lei 

et al. (2020) [8] deal with this by introducing P-DNN, which 

is an intrusion detection technique that makes use of pruning. 

They do this by eliminating the connections between less 

important weights and retraining the network, which has 

enabled them to lower the complexity of the model without 

any significant impact on its detection performance on the 

KDD Cup 99 dataset. A survey of these acceleration methods 
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 is presented by Liang et al. (2021) [9], which classifies 

pruning and quantization methods and outlines the trade-offs 

between element-wise and filter-wise optimization of real-

time deployment. According to Sadhwani et al. (2023) [10] 

vulnerability of IoT networks is their nature and they have 

pointed out that the devices with weak processing unit and 

storage are easy to be attacked by DDoS attack. They 

highlight the necessity to consider these hardware drawbacks 

in terms of creating detection models. Complex compression 

plans are typically a series of methods that are working 

together. As a quantized neural net, they suggest the 

Quantized Auto encoder (QAE) [11] that includes a three-step 

pipeline of pruning and clustering and integer quantization 

(uint8 and float16). Their model is particularly constructed to 

recreate anomaly traffic in edge devices with a much lower 

memory utilization. Bouayad et al. in 2024 [12] have come 

up with a model Lightweight-Fed-NIDS implemented in 

Federated Learning (FL) framework and introduced the 

structured model pruning approach. This allows computation 

of pruning mask in a single shot to optimize local models on 

clients, without accessing private data on the clients. 

Other than pruning, quantization-based numerical 

optimization and architectural search are crucial. Acharya et 

al. (2024) [13] introduce a method of Quantization-aware 

Neural Architectural Search (NAS) to evolve automatically 

models, which are 1,000 times smaller than state-of-the-art 

networks. Their results show that quantized models can be 

very efficient in the deployment to FPGA and are also highly 

accurate. Rangsikunpum et al. (2025) [14] go even further 

and suggest Pruned Binarised Neural Networks (BNNs) to in-

vehicle networks. It is an algorithm that performs 

banalization with 1 bit along with pruning to generate 

incredibly lightweight models with the ability to inquire fast 

on embedded platforms. Makenali et al. (2025) [15] take the 

synergy of the two methods and propose using similarity-

based filter pruning in combination with Adaptive Power-of-

two (APoT) quantization. They show that a combination or 

consecutive implementation of these techniques presents 

more compression advantages as compared to their respective 

independent implementation.  The compression methods used 

in each of the references are summarized in Table I. 

 

TABLE I. 

COMPARATIVE OF RELATED WORK. 

Reference Pruning 
Quantizatio

n 

Clusterin

g 

Collabo

rative 

Chain 

Lei et al. 

(2020) 
✓    

Liang et al. 

(2021) 
✓ ✓ ✓ ✓ 

Sadhwani et al. 

(2023) 
    

Sharmila & 

Nagapadma 

(2023) 
✓ ✓ ✓ ✓ 

Bouayad et al. 

(2024) 
✓    

Acharya et al. 

(2024) 
 ✓   

Rangsikunpum 

et al. (2025) 
✓ ✓  ✓ 

Makenali et al. 

(2025) 
✓ ✓  ✓ 

 

III. METHODOLOGY 

This conceptual approach of the realization of a 

lightweight Intrusion Detection System (IDS) specifically 

designed to match the Internet of Things (IoT) aims at 

addressing this tight security ask and limited resource 

availability of edge applications. Specifically, it does not 

mandate the computational and memory overhead of a cloud-

centric architecture, but rather all software must be "frugal," 

meaning that they must be able to run on micro-controllers or 

relatively small gateways.  The approach presented in the next 

steps will be a step-by-step guideline on how to convert a 

complex Deep-Learning (DL) model to a resource-aware, 

usable Security solution, able to meet the requirements of 

performance and real-life IoT environments. 

 

IV.  INTRUSION DETECTION SYSTEMS 

Intrusion detection systems represent a group of software 

or hardware-based mechanisms designed to identify 

anomalies in a computer or network environment by 

summarizing the results of one or more sources, which are 

then analyzed and used to identify possible irregularities in 

security, and apply results to a system administrator who is 

authorized to create corrective measures. Academic literature 

has categorized IDS into anomaly and signature-based types, 

routinely [16]. Our next division here is Network-based IDS 

and Host-based IDS (HIDS): the former examines traffic at 

strategically vital points in the network infrastructure, 

whereas the latter examines system-level data limited to 

single machines. An integrative IDS resulting in a synergetic 

combination of both modalities provides an inclusive 

defensive perimeter and still is an unexplored field. These 

typologies of IDS have been systematically analyzed in Table 

II. 

 

TABLE II. 

COMPARATIVE ANALYSIS OF IDS PRIMARY TYPES 

[16]. 

Type 
Detection 

Scope 
Input Data 

Key 

Advantages 

Major 

Limitations 

HIDS Host 

Host 

processes, 

logs, 

config. 

Analyzes 

encrypted data, 

indicates if an 

attack 

successful, no 

extra hardware 

needed. 

Fails if OS is 

compromised, 

can’t identify 

network attack, 

resource-

intensive. 

NIDS Network 

Network 

packets, 

user 

profiles, 

preceding 

events. 

Host-

independent 

operation, 

detects 

network-layer 

attacks. 

Can't verify if 

attack success, 

unable to 

analysis 

encrypted 

traffic, limited 

host visibility. 

Hybrid 
Host + 

Network 

According 

to the 

systems. 

Flexible and 

efficient. 

Resource-

intensive, 

extensive 

duration to 

analyze data. 

 

V. LIGHTWEIGHT TECHNIQUES 

The frequent lack of edge device computing power to 

handle complex pipelines inference tasks is a pressing 

requirement to develop and deploy lightweight, efficient 
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 models that will ease those constraints. Model pruning based 

optimization methods, quantization-based optimization 

methods, weight clustering-based optimization methods and 

collaborative filtering-based optimization methods have 

become the most popular in the current literature as they 

enable the reduction of the memory footprint and 

computation load of deep transfer learning models. These 

methods have collateral advantages, such as high 

accessibility, improved preservation of privacy, and 

decreased cost of operation, but might involve a measurable 

decrease in the overall inference pace. The major drawbacks 

of lightweight schemes are advanced algorithms, lower 

predictive accuracy, poor flexibility, and unavoidable trade-

off between model size, speed and accuracy. 

 

The pruning, as an optimization method, is a systematic 

procedure used on a neural network to remove redundant 

neurons, unconnected connections, insignificant weights, 

and/or unnecessary parameters in a neural network to 

decrease the number of parameters [17]. To reduce the 

memory usage of the model, the weights whose magnitude is 

below a certain threshold can be removed from the model. 

Empirically, after applying the pruning step, a re-trained 

model can be better than the one trained before; this fact may 

be explained by the fact that useless/noisy connections are 

removed. The other important part of model optimization is 

quantization. The storage and arithmetic needs of a deep 

learning model can be lowered by storing high precision 

weight values on low precision representations, such as 16-

bit or 32-bit fixed point arithmetic [18]. Binary floating-point 

formats can also be used to even more cost-effectively 

minimize computational resources. There are two common 

methods of quantization: post training quantization (PTQ), 

which assigns less precise values without retraining the 

model; and quantization aware training (QAT), which fine 

tunes the model so that it can be trained with lower-precision 

values. In the area of statistics, "weight clustering" or "weight 

sharing" is a way of determining representative values of sets 

of weights, thereby minimizing the number of distinct 

parameters that are needed to be stored or computed [19]. 

This method is especially useful in decreasing the parametric 

diversity within a network; it can be said that it is possible to 

use just one single weight representation to represent 

numerous neurons, without decreasing representational 

capability. 

 

Collaborative optimization is a universal system that 

integrates, applications of multiple optimizations to ensure a 

balance between inference speed, model size and predictive 

power are optimized [20][21]. The concept of using 

sequentially the basic methods of pruning, quantization and 

clustering, so that the total benefits are received where 

deployed. There is an issue with the naive concatenation of 

these optimizations, namely that one of these operations 

could have side effects that nullify the effect of the other. For 

instance, sparsity may be introduced by pruning and this can 

be mitigated by clustering. The 3 hypothesis that we propose 

to reduce this effect are experimental variations of clustering-

based optimization: (1) Sparsity -Preserving Quantization -

Aware Training (PQAT), (2) Cluster -Preserving 

Quantization -Aware Training (CQAT) and (3) Sparsity -and-

Cluster -Preserving Quantization -Aware Training (PCQAT) 

[22]. Both approaches are meant to conserve the structural 

advantages of the previous steps as well as compressing the 

model further. Fig. 1 shows several deployment pathways that 

enable practitioners to take the path from a raw model to the 

optimized artefact, ready for deployment. The graph leaf 

nodes have models that are quantized partially or fully and 

are exported in TFLite. The labels at the nodes are the 

optimization technique used to get to the state. Cumulative 

optimization the direct, quantization-only path - either PTQ 

or QAT - is not shown in the diagram in order to underscore 

the benefits of cumulative optimization. 

The general objective is to achieve a deployed terminal 

level of the deployment tree that is fully optimized. Yet, with 

the latency and accuracy constraints of the application, the 

lower-level needs might be already met by the intermediate 

level in line with the operational specifications. Practically, 

one works in the direction of the right branches of the 

optimization tree, at each step paying attention to the fact that 

the model achieves the required latency. In the event that the 

model does not satisfy these requirements the collaborative 

optimization process is used to obtain further compression 

and the process is repeated until the model has settled on the 

desired equilibrium between pruning, clustering, and 

quantization. Fig. 2 illustrates density plots of typical weight 

kernels that are computed empirically in the course of the 

optimization pipeline and which demonstrate the growing 

sparsity and the reduced cardinality of values as the outcome 

of collaborative optimization. These visualizations ensure 

that the deployed model has a significantly slimmer weight 

distribution and a smaller number of distinct parameter values 

which allows specialized hardware to take advantage of 

sparsity and grouped structures to further reduce latency. 

Algorithms 1,2, and 3 shows the PQAT, CQAT, and PCQAT 

techniques respectively. 

 

Fig.1. Deployment pathways of collaborative lightweight 

techniques. 



98   |                                                                                                                                                                                Hamad  & Saleh  

 
  

 

Fig.2. A visualization of the sequential stages of model 

compression: Pruning to remove redundant weights (creating 

50% sparsity), Clustering to group similar weight values 

together, and Quantization to convert high-precision (fp32) 

values into efficient 8-bit integers (int8). 

 
 

Algorithm 1: Pruning-preserving QAT (PQAT) 

Input: model weight 

Output: Pruning preserving quantization model 

Step1: load pretrained model 

Step2: set pruning hyperparameters 

Prun percentage, initial_sparsity, final_sparsity, 

step3: tune the pruned model 

step4: strip the pruned model to remove temporary weights 

step5: set quantization aware hyperparameters 

           num_bits = 16 

          quantize_range = [-2^(num_bits-1), 2^(num_bits-1) - 1]   

step6: Apply Quantization to Weights and Activations: 

                 scale_factor_weights = max(abs(layer_weights)) / 

(2^(num_bits-1))   

                scale_factor_activation = max(abs(layer_activation)) / 

(2^(num_bits-1))   

step7: Final Quantization of Weights and Activations: 

             for each layer in model: 

                   scale_factor_weights = max(abs(layer_weights)) / 

(2^(num_bits-1)) 

                   layer_weights = quantize(layer_weights, scale_factor_weights) 

                   scale_factor_activation = max(abs(layer_activation)) / 

(2^(num_bits-1)) 

                   layer_activation = quantize(layer_activation, 

scale_factor_activation) 

step8: tune the pruned- quantized model 

step9:  strip the pruned- quantized model to remove temporary weights    

step10: apply PQAT and observe model clusters and sparsity 

step11: retrain the PQAT model 

step12: End 

 

 
Algorithm 2: Cluster preserving quantization aware training (CQAT) 

Input: model weight 

Output: Cluster preserving quantization model 

Step1: Load Pretrained Model 

Step2: set cluster hyperparameters: 

                   Number of weight clusters , Number of clusters 

step3: tune the clustered model 

step4: strip the clustered model to remove temporary weights 

step5: set quantization aware hyperparameters 

           num_bits = 16   

          quantize_range = [-2^(num_bits-1), 2^(num_bits-1) - 1]   

step6: Apply Quantization to Weights and Activations: 

                 scale_factor_weights = max(abs(layer_weights)) / (2^(num_bits-

1))   

                scale_factor_activation = max(abs(layer_activation)) / 

(2^(num_bits-1))   

step7: Final Quantization of Weights and Activations: 

             for each layer in model: 

                   scale_factor_weights = max(abs(layer_weights)) / 

(2^(num_bits-1)) 

                   layer_weights = quantize(layer_weights, scale_factor_weights) 

                   scale_factor_activation = max(abs(layer_activation)) / 

(2^(num_bits-1)) 

                   layer_activation = quantize(layer_activation, 

scale_factor_activation) 

step7: retrain the CQAT model 

step8: Save the CQAT Model 

step9: End 

 

 
Algorithm 3: sparsity and cluster preserving QAT (PCQAT) 

input: model weight  

Output: Sparsity and cluster preserving model 

Step1: Load Pretrained Model 

Step2: set pruning hyperparameters 

           Prun percentage, initial_sparsity, final_sparsity, 

step3: Fine-tune the pruned model 

step4: strip the pruned model to remove temporary weights 

step5: Apply sparsity preserving clustering : 

            1-set clustring hyperparameters Number of weight clusters  

            2- compute weight centroid: 

             cluster_centers = initialize_random_centers (weights, num_clusters) 

            for each weight in weights: 

                   closest center = find_nearest_center (weight, cluster_centers) 

                   weight_clusters [closest center].append(weight) 

step6: Fine-tune the clustered- pruned model 

step7: strip the clustered- pruned model to remove temporary weights    

step8: Apply QAT and check sparsity 

step9: Fine-tune the QAT model 

step10: Apply PCQAT and check sparsity 

step11: Fine-tune the PCQAT model 

step12: End  
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VI. SICA DATASET 

In this work, a costume dataset has been generated to test the 

proposed NIDS. Fig.3 presents a comprehensive end-to-end 

pipeline for generating a custom network intrusion detection 

dataset within a simulated SDN-IoT environment,nd 

subsequently using that dataset to train and evaluate multiple 

deep learning models. The entire methodology is organized 

into four sequential phases, each building upon the output of 

the previous one, forming a coherent and reproducible 

research workflow: 

i. Network setup phase: environment, the basis for the 

experiment. We build a virtual network based on 

Mininet-WiFi, controlled by the RYU SDN controller, 

and include a number of simulated IoT devices along 

with hosts, switches and access points. In this network, a 

certain amount of traffic is injected. The first is attack 

traffic based on some of the most common attack types 

including Distributed Denial of Service (HOIC HTTP 

Flood and LOIC UDP/TCP Flood), Brute Force Attack 

(Hping3 BFA/Syn), port scanning, Denial of Service 

(DoS) and infiltration attacks. The second is benign 

traffic that corresponds to legitimate traffic such as web 

browsing, FTP, SSH, and Ping. This ensures that the data 

set is comprised of a representative mix of malicious and 

benign traffic. 

ii. Data collection phase: where the network packets 

flowing in the simulated environment are collected and 

converted to a structured digital format. The packet 

analyzer of choice is Wireshark to record the raw 

network traffic in the. pcap and. pcapng file formats, 

capturing all network interfaces. These raw packet files 

are then fed as input to CICFlowMeter, a meter to extract 

flow-level features that generates about 80 features from 

each network flow based on various statistical measures 

such as flow duration, bytes per packet, inter-arrival 

time, and protocol flags. Each flow is also labeled either 

as benign or a particular type of attack (such as DDoS 

and BFA). At the end of the process, a structured set of 

features (featureset.csv file) is produced in which each 

row corresponds to a network flow and each column to a 

feature. 

iii. Dataset preprocessing: to make the original dataset 

suitable for the input of deep learning in two steps. The 

first one is data cleaning, where the data set is cleaned 

from null/NaN values, duplicate records, and non-

numeric features, leaving only the numeric columns. 

Next is feature normalization, which involves scaling all 

feature values to a range of 0-1 using Min-Max 

normalization X' = (X-Xmin) / (Xmax - Xmin). This step 

rules out a situation where individual features' 

contributions to the learning process vary due to different 

scales and yields a clean, normalized feature set that is 

ready for input into deep learning models. 

iv. Evaluation and classification phase: In which the pre-

processed data are fed into four different deep learning 

models: LSTM, CNN, RNN, and DNN.  The models' 

evaluation is done with the metrics of Accuracy, 

Precision, Recall, and F1-Score, enabling a 

comprehensive comparative performance analysis of the 

models' capabilities to detect the network trafficking 

intrusion. The figure also showcases a decision-making 

process for real-time traffic classification based on 

confidence levels. A low-confidence result from the 

model will result in benign or “normal” classification of 

the traffic (i.e. non-representative feature extraction). On 

the other hand, if the model is confident in its prediction, 

the traffic will be classified as malicious, such as DDoS, 

BFA and Infiltration attacks. Table III shows the models 

hyper parameters.

 

 

 

Fig. 3. Proposed costume SICA dataset generation and preprocessing. 
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 TABLE III 

DIFFERENT MODELS HYPER PARAMETERS. 

 

 

 

 

 

 

 

Overall, this framework represents a completely simulation-

based approach to producing a labeled network intrusion 

detection dataset, without the need for any hardware. 

Through the integration of an SDN-IoT based realistic 

network simulation, efficient data collection, thoughtful data 

preprocessing and robust deep learning evaluation, the 

framework offers a fully reproducible methodology for 

assessing and benchmarking intrusion detection systems for 

modern IoT networks. Table IV shows statistical analysis of 

the SICA (SDN-IoT Cyber Attack) dataset implementation 

compared against other datasets SDN-IoT [2] and InSDN [5]. 

TABLE IV. 

SICA DATASET COMPARISON AGAINST INSDN AND 

SDN-IOT 

Parameter InSDN SDN-IoT SICA 

Record 343,989 844,242 2,298,904 

Feature 83 84 84 

Attack classes 9 14 22 

Size 141.71 MB 470.31 MB 
1,262 

MB 

Network type SDN SDN + IoT IoT 

 

VII. PROPOSED COLLABORATIVE TECHNIQUES 

Fig.4 briefly outlines an extensive architecture of building 

and refining a deep-learning-based intrusion detection system 

(IDS) that would best fit software-defined networking (SDN) 

and Internet of Things (IoT) environments. The process is 

divided into three cardinal steps that include data 

preprocessing, model training and evaluation, and 

collaborative model optimization. It starts with SICA dataset, 

which includes 84 attributes of network-traffic that are 

relevant to SDN-IoT scenarios. Before this data can be used 

to train, it has to pass through three essential preprocessing 

stages namely cleaning, normalization and labelling. 

Cleaning removes noise, missing entries and inconsistencies 

in the raw traffic logs. Normalization shifts the values of 

features to a similar scale, which is a requirement of deep-

learning convergence to a stable and efficient point. 

Identifying a class identifier is allocated to every instance 

through the labeling to identify normal traffic and different 

manifestations of intrusion and attacks. All these steps will 

ensure that data fed into the model is of adequate quality to 

undergo supervised learning. 

After preprocessing, the corpus is split by a 70/30 split (70 

percent gates are used to train the model and a slice of the 

same set is used as validation data when training a model), 

and the remaining 30 percent is used as test data. Such an 

allocation plan helps reduce over-fitting and provides an 

unbiased evaluation of the final artefact. This training on this 

curated data continues with the deep-learning architecture, 

which is visualized in the upper right as a multilayer neural 

network. Once convergence is reached, formal evaluation 

routine measures the baseline performance in terms of 

traditional metrics, including, but not limited to, accuracy, 

precision, recall, and F1 -score. 

The most technically subtle part of the diagram lies in the 

middle zone where four parallel optimization pipelines, each 

representing a unique collaboration compression paradigm, 

are shown. They all have a common ancestor: a 32-bit 

floating-point-trained baseline model. This point onwards, 

every branch implements a unique blend of compression 

measures. The former process starts with model pruning, 

continues with sparsity preserving clustering on the pruned 

model, and concludes with a combination of Pruning-Aware 

Clustering Quantization-Aware Training (PCQAT) with 

quantization-aware training on the pruned artefact. The 

second pathway starts with clustering (8 clusters), followed 

by stripping of the clustered model, and runs both Cluster 

Preserving Quantization Aware Training (CQAT) and 

quantization aware training on the stripped one. The third 

scheme gives the priority to pruning which is then followed 

by the quantization-aware training of the pruned model 

followed by the pruning-preserving quantization-aware 

training (PQAT). The fourth path combines all the three 

maneuvers sequentially, that is, pruning, stripping, clustering 

(8 clusters), and eventual sparsity-preserving clustering, thus, 

representing the most comprehensive collaborative 

compression methodology. As the four streams of 

optimization finish their compression and quantization steps, 

the four models all meet together at a single retraining step, 

which is indicated by a salmon-colored bar. This retraining 

refines the compressed networks to correct any accuracy loss 

incurred at the process of optimization. Lastly, the retrained 

models will go through a shared graduated module that will 

be found at the bottom of the diagram, where the performance 

and computational efficiency of the models are compared. 

Model Architecture 
Neurons per 

layer 

Hidden 

activation 

Output 

activation 

Other 

parameters 

LSTM 
Input  →  LSTM × 5  →  

Output 

256 → 128 → 

128 → 64 → 32 

→ Output 

Tanh Softmax — 

CNN 

Input  →  (Conv1D + 

MaxPool) × 3  →  Flatten  

→  Dense × 2  →  Output 

256 → 128 → 

128 → 64 → 32 

→ Output 

ReLU Softmax 
Kernel size: 

2, 3 

RNN 
Input  →  GRU  →  Dense 

× 2  →  Output 

64 → 64 → 32 

→ Output 
ReLU Softmax — 

DNN 
Input  →  Dense × 5  →  

Output 

256 → 128 → 

128 → 64 → 32 

→ Output 

ReLU Softmax — 
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Such comparative evaluation provides the researchers 

with the information they require to ascertain which joint 

approach provides the best trade-off between model 

faithfulness and resource-economy, an imperative of 

applying IDS solutions on bandwidth-limited and compute-

restricted SDN-IoT backbones. 

Overall, the figure presents a procedural and 

comprehensive roadmap towards the installation of a 

lightweight but precise intrusion detection framework by 

questioning several compression pathways in unison, thus 

making the solution supremely feasible in the real-world 

implementation in bandwidth-sensitive, hardware-

constrained SDN-IoT systems. 

VIII. RESULTS AND DISCUSSION 

The proposed IDS is tested on four modern deep-learning 

architectures, LSTM, RNN, DNN and CNN, with three light 

weight compression methods: pruning, clustering and 

quantization. There are 3 categories of attacks that are 

considered: DDoS, Probe, and BFA. The proposed system is 

tested using a traffic sample of 300 packets, with consistent 

results for all the repetitions, which are averaged to get the 

values reported in Table V and VI. The results of each  

compression technique alone are presented in Table VI. 

The most significant reduction in model size across all 

networks is achieved when clustering: The LSTM model is 

reduced from 35.27 KB to 2.12 KB, which is approximately 

a 94% reduction. Likewise, under clustering, the heaviest 

configuration (DNN) reduces from 55.71 KB to 17.4 KB and 

under quantization it reduces to 19.9 KB. Pruning is less 

aggressive in decreasing the footprint but retains a higher 

percentage of the original weight structure. The RNN is the 

smallest of the baseline (13.98 KB), and compressing it 

further supports its minimal footprint. Confidence scores 

reflect the level of certainty that the model has about their 

prediction of the class: A higher score corresponds to a higher 

level of confidence. Confidences for both LSTM and RNN 

networks remain strong even with compression—>1.06 

across all compression techniques and for all attacks, and 

occasionally even improve with quantization. In comparison, 

the DNN has the highest degradation, training with a baseline 

confidence of 1.62, but this confidence drops significantly 

after pruning, clustering or quantization to approximately 

1.06. The CNN exhibits a quite different behavior: The 

clustering-induced confidence of 1.77 is higher than the 

uncompressed confidence of 1.05, likely due to the fact that 

clustering serves as a kind of regularization to remove 

redundant kernels and preserve the most discriminative ones. 

Fig. 5 compares the accuracy, loss, and model size of the 

DNN, LSTM, RNN, and 1D-CNN models when pruning, 

clustering, and quantization are applied individually. 

Clustering gives the most consistent outcome: all four models 

retain an accuracy of about 0.96–0.97 while reaching the 

smallest footprints, from 7.65 KB for the 1D-CNN to 17.67 

KB for the LSTM. Pruning preserves the accuracy of the  

DNN (0.961) but degrades the recurrent and 

convolutional models, most notably the 1D-CNN, whose 

accuracy falls to 0.737, and it produces larger models of 

10.81–27.05 KB. Quantization of the DNN yields an 18.

Fig. 4. Proposed deep learning pipeline with model optimization techniques. 
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KB model with an accuracy of 0.832, indicating that reducing 

numerical precision alone costs more accuracy than weight 

sharing at a comparable size. These trends confirm that 

clustering offers the best single-technique balance between 

compactness and detection performance. 

The results of the inference time show an unexpected 

trade-off. The fastest inference is achieved in case of 

quantization where the computational cost of the LSTM is 

reduced to 2.50ms due to the lower numerical precision and 

computational cost. In contrast, the pruning process itself can 

actually result in a significant increase in inference time, such 

as the pruned LSTM, which takes 27.46ms, because most 

standard deep-learning runtimes do not leverage sparse 

weight matrices: even if there are zero weights, they still have 

to fit into dense memory layouts, which means they don’t 

necessarily speed up the run. The inference times for 

clustering are moderately dependent on model architecture.  

The DDoS, Probe and BFA attack categories do not add 

significantly to detection performance, however surrogate 

traffic (such as spoofed traffic or traffic impersonation) 

sometimes leads to lower confidence scores, especially when 

using the baseline CNN and DNN models. This fact suggests 

that the recognition of an adversarial or camouflaged attack 

is more difficult in general and that lightweight models must 

be carefully tested against evasion-type attacks. A thorough 

performance analysis of the three collaborative quantization-

aware training methods PQAT, CQAT and PCQAT is 

presented for the four deep-learning architectures employed 

for intrusion detection in Table V.  

Based on these data, we study the interaction of model 

compactness, inference latency, and classification accuracy 

that occurs under this light weight optimization paradigm. 

One of the most remarkable findings is the high level of 

disparity between the efficiencies of the model families. 

Compared to the CNN and RNN-based networks, which have 

the smallest model sizes of up to 14.53 KB and inference time 

of 0.004ms to 0.010ms, the LSTM-based networks have 

significantly larger model sizes and forward-propagation 

times of up to 41 KB and up to 0.23ms, respectively.  

The CNN and RNN configurations generated with these 

QAT strategies result in a clear advantage in high throughput 

applications in the context of real-time IDS deployments, 

where even a few additional milliseconds can cause dropped 

packets. The three collaborative schemes produce a smaller 

model footprint than PQAT in both instances, with CQAT 

and PCQAT consistently yielding smaller footprints than 

PQAT. For the CNN model, for instance, PQAT produces a 

16.1 KB model while the CQAT and PCQAT models are both 

compressed to about 14.5 KB, demonstrating the power of 

cluster-based compression. This extra compression, however, 

tends to be coupled by low prediction confidence.  

The confidence levels of LSTM become unchanging 

across the three schemes, whereas for RNN and CNN, the 

visibly decreasing confidence levels drop into a range of less 

than 0.40 when PQAT is replaced by the more aggressive 

CQAT. The combination of the “footprint” that CQAT 

provides with the “structure preserving” mechanism of 

PCQAT produces a good stabilizer.  

One example is the CNN row: PQAT classifies the sample 

as BFA with a confidence of 0.80, while PCQAT does it with 

higher confidence of 0.88 and with a smaller model. In this 

evidence, the fact that both sparsity and cluster structure are 

maintained together reduces the loss of discriminative 

features that occurs in single-stage compression schemes. 

Last but not least, the selection of the QAT scheme should 

depend on the target deployment environment.  

The CNN-CQAT variant has minimum memory 

requirements and the fastest response time for edge devices 

that have limited memories. On the other hand, DNN-

PCQAT and CNN-PCQAT ensure the best trade-off between 

attack labelling reliability and inference latency when the 

criterion is the ability to detect the attacks accurately while 

adhering to a tight overhead budget and satisfying the 

confidence level needed for the subsequent defensive 

measures. 
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Fig 5. Different deep learning lightweight accuracy, 

loss, and model size 
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 IX. CONCLUSION 

The focus of this study was on the problem of 

deploying powerful IDS in the resource-constrained 

environments of SDN-IoT. We performed a study on the 

interaction of pruning, clustering, and quantization and 

demonstrated that collaborative optimization of the three 

can remove the drawbacks of "naive" sequential 

chaining, in which one compression method will often 

counteract the gains of another. From our experimental 

study, we have gained the following insights: 

• Resilience to compression: We found that RNN and 

LSTM models performed particularly well in terms 

of confidence score stability across optimization 

paths. 

• In our experiments, we found that PCQAT, which 

we propose as a new Stabilizer scheme, was the most 

balanced compression strategy to mitigate the loss 

of discriminative features that is found in single-

stage schemes. 

• Operational Efficiency: The introduction of 

quantization-aware techniques greatly lowered 

inference time, with CNN and RNN variants 

reaching response times as low as 0.004ms, making 

them ideal for high-throughput real-time 

applications. 

For deployment, the optimization method should depend 

on the particular constraint in the deployment 

environment. CQAT variants provide the smallest 

memory footprint for devices that have low memory 

resources, whereas PCQAT gives a better 

footprint/confidence ratio when high-confidence 

detection is needed. The proposed framework takes a 

step towards the deployment of an efficient deep-

learning based IDS on resource constrained SDN-IoT 

devices within the architectures, attack type and dataset 

scope examined in this study and further validation for 

larger scale deployments and other attack categories is 

left as future work. 
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