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Abstract

Internet of Things (l1oT) technologies, particularly the Internet of Vehicles (l1oV), have transformed transportation, enabling
safer, more efficient, and intelligent mobility solutions. As mobile data and devices increase, cellular networks can support
vehicular communication features for safety and non-safety purposes. This paper examines loV integration with 5G
communication technology in a smart city. With varying levels of vehicles numbers.5G efficiently supports internet vehicle
communications with slicing technology offering a practical solution for 1oV services. This research includes the description
of the Internet of Vehicles with 5G system components. Covering the 5G with loV in the smart cities framework for the
development industry. Provide the simulation result for the 10V-5G proposed system. The results show that 5G-1oV outperforms
loV and LTE in every measured parameter, delivering up to 32% greater channel gain rate, about 65-70% lower network
latency, and roughly 20-25% higher network transfer rate. The study examines and summarizes our simulation platform’s
performance. The analysis will be implemented by SUMO, Simu5G in the OMNeT++ simulation program.
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have limitations in terms of scalability, latency, and
bandwidth. The 5G system offers a transformative
opportunity to overcome these limitations and unlock the full
potential of loV [2].

DSRC standards for vehicular communication suites
developed in the last few years to enable information
exchange between vehicles. This includes the ITS-G5
standards developed by the European Telecommunications
Standards Institute (ETSI). Both standards use IEEE 802.11p
for vehicular networks. When IEEE 802.11p vehicular
communications have limitations in supporting mobility and
QoS provisioning [3]. Smart cities presented connected
devices with data-driven technologies to improve the quality
of life for citizens. A key component of this smart cities’
ecosystem is the loV-5G, which enables real-time
communication between vehicles and infrastructure. This
integration facilitates intelligent traffic management,
allowing cities to improve traffic flow, predict congestion,
and enhance emergency response efficiency. This can boost
traffic management, road safety, and transportation
efficiency [4].

I. INTRODUCTION

In recent years, both industry and academia have
increasingly focused on the development of smart cities as a
solution to complex urban challenges. Technology including
the Internet of Things (loT), cloud computing, artificial
intelligence (Al), and 5G connectivity for enhancing smart
cities efficiency. The main components of a 5G-enabled
Internet of Vehicles (loV) architecture contain roadside units
(RSUs) and connected vehicles. When traffic congestion or
accidents, drivers and passengers can capture and report
incidents using text messages, images, or short video clips.
This information is then aggregated by the vehicles’ onboard
systems before being transmitted to the network for further
processing [1]. Smart cities develop ecosystems where
technology solves urban problems. loV with 5G networks is
implemented a key technological advancement for smart
cities. When the urban areas grow, traffic congestion and
crashes have caused serious issues on city roads and
highways. The rapid evolution of intelligent transportation

systems (ITS) has led to the emergence of the loV, a dynamic
network that connects vehicles, roadside infrastructure, and
cloud platforms. Traditional wireless technologies like 4G
LTE and DSRC (dedicated short-range communications)
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Vehicles, infrastructure, and cloud services are connected
to creating an ITS that improves safety, efficiency, and
sustainability. loV performance by using 5G system
communication requires system optimization. Low-latency
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communication, high bandwidth, dynamic spectrum sharing,
reliability, and redundancy are 5G loV performance
improvements. Using 5G communication, you can build a
reliable and high-performance loV system [5]. The studies
and development in 5G-loV applications may lead to new
strategies. To maximize its potential, the 1oV requires a fast,
low-latency communication network. When enhancing
vehicle safety through collision avoidance, automated
emergency breaking, and increased vehicle control by
continuous communication. 5G is ideal for smart city loVs
because it supports massive machine-type communications
and ultra-dependable low-latency connectivity [6].

The integration of 5G-loV principles is necessary for the
development of smart cities and ITS. However, multiple
challenges like network latency and data security must be
addressed to implemented loV application. Recent
advancements in wireless communication and sensing
technologies have significantly enhanced the safety and
efficiency of ITS, enhancing the system performances for
real-time traffic management and improved urban mobility.
Nowadays, the millimeter wave (mm-wave) technology has
improved wireless communication by implementing high
spectrum resources enable the timely transmission of
enormous amounts of data [7].

1.2 5G Technologies for Smart Cities

5G-enabled loV system covering diverse wireless
technologies to provide time-sensitive applications with high
Quality of Service (QoS) and efficient bandwidth. The 5G
standards satisfying improved speed, latency, and capacity
over previous generations. When supports enhanced mobile
broadband, massive communications, and ultra-low-latency
communications. The loV system is growing which makes
5G a promising technology for connecting smart devices in
loV applications [8].

5G technology provides important solutions in smart city
development by supporting advanced applications in traffic
management, public safety, and urban planning. When 5G-
enabled traffic lights can communicate with connected
vehicles to improve traffic flow and decrease congestion. As
well as the real-time video surveillance and analytics
powered by 5G facilitate rapid incident detection and
emergency response, leading to enhancing overall urban
resilience. Reliable wireless communication protocols must
be developed for loV to support the large number of diverse
wireless technologies. Also, 5G mobile systems are expected
to meet various service requirements by offering a new
solution for vehicle connectivity, supporting high data-rate
services and complementing IEEE  802.11p-based
communication standards as shown in Fig.1 [9].

1.3 The Internet of Vehicles in Smart Cities

The term Internet of Vehicles (loV) refers to a network
of vehicles that communicate with each other and with
roadside infrastructure in real time. By enabling data
exchange and intelligent decision-making, The loV can
enhancing transportation by enhancing traffic management,
improving road safety, and increasing operational efficiency
[10].

a \ N

0\ erag e

10 GBps\V =2 <
Data Rate / 5 =55
— /Minimizing \
i \ Network Energy
{‘ Specnﬂcatmy \ /
I/I I
Increased No

of connected /Imlmum\
device AT Latency/ /

F|g.1. The 5G specification for smart cities applications

The loV applications include traffic management, public
safety, and entertainment in smart cities. To avoid accidents,
we need to improve route planning and reduce congestion.
Information exchange and data sharing in 5G-loV systems
will raise security concerns such as protection,
authentication, and protocol misuse. Also, by
communicating with traffic lights, road signs, and parking
lots to give drivers real-time information as shown in Fig.2
[11].
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Fig. 2. The data dissemination in loV with 5G

1.4 5G-Enabled loV Requirements

The primary requirement in 5G-loV communications is
to improve smart cities, there are still several challenges that
need to be addressed. These include:
Latency: The latency in 5G systems ranges from 2 to 5
milliseconds. In comparison, with the current LTE network
has approximately 15ms, while DSRC exhibits delays of
about 10ms. There are multiple approaches that can reduce
latency by implementing software-defined networking and
cloud systems. In 5G IoV, enabling ultra-low latency will
unquestionably improve the performance of many
applications [12].
Security: The security and privacy of data transmitted across
5G-loV ecosystems is paramount, where the sensitivity of
vehicle information creates risks for cyberattacks.
To handle these concerns, the technical standards are
required to deploy an operation of 5G and loV technologies
remain safe, secure, and ethically responsible [13]. The
planned 5G features will enhance vehicles' connectivity and
application flexibility, and robustness. 5G-based loV
communication is designed to enable interaction among
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vehicles, infrastructure, networks, and pedestrians 5G-loV
systems improve connectivity but also introduce security
risks related to protection and authentication [14].
Standardization: As multiple vendors develop 5G-loV
solutions, standardization is essential to ensure
interoperability across devices and systems. The high-
performance communication in such heterogeneous
environments requires improving advanced technologies,
including millimeter-wave (mmWave) communication for
high data rates, distributed network architectures for low-
latency connectivity, and massive multiple-input multiple-
output (MIMO) for improved loV efficiency. MIMO uses
multiple access points to transmit more data simultaneously,
resulting in higher throughput. All modern 802.11n wireless
protocols include MIMO support, and the introduction of
Massive MIMO later helped boost both energy efficiency
and how well the spectrum is used [15].
Scalability: The ability of 5G networks to support a massive
number of connected devices significantly may increase
signaling overhead and data traffic, which use more
spectrum resources. When mobile operators work to keep
broadband service consistent, network performance still
tends to drop in crowded places, especially in busy urban
areas. To handle these problems, 5G infrastructure must
scale effectively and include advanced techniques such as
spectrum expansion, network slicing, and deployment of
small cells to accommodate growing device numbers and
traffic volumes [16].
The main contributions of this paper are summarized as
follows.
1. Introduce the description of the Internet of Vehicles
with 5G system components.
2. Covering the 5G with loV in the smart cities
framework for the development industry.
3. Provide the simulation result for the loV-5G
proposed system.
The organization of the paper is as follows: Section 2
provides the related work. Section 3 covers the 5G loV
system model. Section 4 includes results and analysis.
Section 5 contains conclusions and future work.

Il. RELATED WORK

The related work on the internet of vehicles includes
different scenarios, which are presented in [17]. This study
proposes a social V2X networking model to improve ITS
traffic efficiency by timely data delivery using ultra-high-
speed integrated cellular 5G technologies. Also, ultra-high
speed and ultra-low latency 5G integrated networking
technologies trigger required actions. In [18] proposes a V2V
network is proposed where smart and self-driving cars
request and transmit high-quality video and sensor data using
mm wave technology in place of DSRC. Vehicles likely form
a grid structure along road lanes in the suggested networks,
aligning their wave beams and causing mutual interference.
Channel diversity effectively resolves interference between
mm Wave beams and proposes heuristic algorithms for
channel assignment in V2V networks.

Proposed a privacy-aware transmission scheme in [19]
for automobile networks and 5G smart grid slices. Each
vehicle compiles bids and determines two secret keys
exchanged with the utility provider and gateway to blind bids
for various time slots. Design a hash function-based method
for the utility company to confirm the aggregated bid and
conceal the individual bids. Suggested an integrated SDN
framework for 5G vehicular network security in [20]. The
SDN platform streamlines network management and
improves communication. In vehicular setups, an ECC-based
authentication mechanism is suggested to mutually
authenticate cluster heads and certification authorities. An
attack detection system using tensor-based dimensionality
reduces computational complexity and identifies potential
network intrusions.

In [21] concentrate on urban vehicular networking beam
management utilizing graph-based system features and
constraints modeling. Improved antenna designs enable
complex beam configurations at base stations, allowing for
multiple beams of varying widths. In 5G vehicular networks,
connected cars will need to transmit and receive large
amounts of data, so these bands are also gaining popularity.
In [22] exploits the enormous potential offered by ITS is
exploited, using 5G in Light Detection and Ranging, and a
useful solution that makes use of swarm-intelligent drones to
automatically regulate vehicles and prevent collisions by
utilizing the magnetic levitation concept to constantly
maintain a safe gap between the vehicles and by leveraging
intelligent drone swarm coordination with vehicular
networks.

The paper in [23] addresses VANET security threats in
security, safety, and infotainment. The suggested VANET
trust model integrates 5G cloud for crater coverage. This
study implements the framework using scenarios to validate
the “location closeness” trust model. This research measures
"location closeness," including the Trust Model & Decision
Model, to execute and transmit messages between nodes.
The study in [24] investigates intelligent resource allocation
issues in B5G-enabled VANETS. Initially, a new virtual
allocation supporting NFV and NS to offer QoS guaranteed
slices is constructed. To address the non-convex nature of
the optimization problem, suggest a feasible and intelligent
algorithm. And recorded the results to verify the feasibility
and emphasis of our suggested approach.

In [25], a privacy framework for malware detection in
loV that employs federated learning (FL) for both supervised
and unsupervised training and assessment. Research from a
variety of fields is required to identify the primary
deployment obstacles in real-world circumstances. An ITS
empowered by 5G can utilize advanced technology. The
proposed technique in the approach identified attacks in 5G-
loV networks with optimal accuracy, precision, and recall.
The study in [26] suggests intelligent driver models that
improve V2V communication via the 5G system's
performance accuracy. In this instance, various road
situations are used to verify the veracity of wvehicle
movement models. The movements of the cars over the 5G
networks are widely covered whenever the vehicles get
signals from the roadside unit.
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The investigation in [27] suggests adopting a privacy
approach in AODV for communication between vehicles to
make AODV routing protocols safer. The AODV privacy
strategy aims to keep the car network connected and stable
while communicating with encrypted communications and
reducing the possibility of eavesdropping. The proposed
PSAODV employs pseudonym alterations in vehicular
communication to obscure the target vehicle's position. In
[28] task offloading algorithm is proposed, which utilizes the
Lyapunov optimization theory to maximize the time-
averaged profit as the optimization objective for making a
reasonable offloading decision at each time slot to optimize
the upper bound of the function. Also, compare the LBPM
algorithm  with existing algorithms for simulation
experiments and performance analysis.

Introduce a privacy self-supervised learning (SSL) in
[29], depending on systems for intrusion detection for 5G
V2X networks. Most literature about FL frequently neglects
data labeling on end devices. This innovative technique
enables the training of network intrusion detection systems
(NIDSs) using extensive datasets while safeguarding
privacy, hence improving the effectiveness of cyber-attack
defense. This approach shows that vehicle network security
may be greatly improved, with new standards in car
cybersecurity.

I1l. THE SYSTEM MODEL 5G-ENABLED IOV

On the Internet of Vehicles (loV), automobiles
communicate with each other through Vehicle-to-Vehicle
(V2V) technologies and interact with infrastructure via
Vehicle-to-Infrastructure ~ (V2l)  protocols,  utilizing
components such as access routers, roadside units, and
cellular networks. Specifically, to construct our simulation
platform, we employed the OMNeT++ network simulator as
the foundational framework and integrated the Simu5G
library to represent the 5G network.

The OMNeT++ modules (INET, Simu5G, Veins, and
SUMO) were utilized to simulate vehicular mobility. The
simulation's block diagram is displayed in Fig.3.

OMNeT++

INET . SUMO
Veins

Simu5G

TraCl

Fig. 3. The simulation framework of OMNeT++

The network-related modules in this framework, such
Veins are managed by Simu5G and INET. SUMO integrates
OMNeT++ to control vehicle road network mobility. TraCl
creates a TCP connection between SUMO and OMNeT++.
The architecture comprises vehicles and 5G base stations are

called gNodeBs (gNBs), and they represent an evolution of
4G base stations, which are called eNodeBs (eNBs). This
paper presented Simu5G with 1oV, a model for the OMNe++
simulation framework. It is important to recognize that
variations in smart city characteristics such as infrastructure
maturity, regulatory policies, and population density can
significantly influence the design, deployment, and
operational effectiveness of such implementations. Table |
summarizes the simulation parameters of the simulation
environments.

TABLE I.

THE SIMULATION PARAMETERS
Parameters value
gNBs 24
Simulation area 1800*1800 m
Number of vehicles 25,50,75,100
System LTE,5G, IOV-5G
No of vehicles 25,50,75,100
Vehicles speed 50km/h
Simulation time 1200sec
Channel spectrum 1-2 GHz
Carrier frequency 2.1 GHz

Established Simu5G [30] as a framework for evaluating
to produce vehicle trajectories. Simu5G offers a collection of
modules that embody the principal components of 5G New
Radio (NR) networks, including Base Stations (BSs). The
simulation library covers the models and components for
simulating complicated scenarios with 5G radio networks.
The Simu5G platform includes comprehensive analysis of
network performance and efficiency across various
conditions. The Simu5G simulates a 5G network’s core and
RAN using 3GPP protocols and configurable channels. This
library makes simulations of several gNB base station
models, covering handover and inter-cell interference
cooperation, as presented in Fig. 4.
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Fig. 4. The 5G-loV Systems

1V. RESULTS AND ANALYSIS

The result analysis of the 5G-loV system architecture
including Simu5G, an OMNeT++-based simulation
framework specifically designed for modeling 5G networks
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and vehicular communication environments. The Simu5G
includes protocol behavior and network performance in
realistic conditions, for making it appropriate for loV in
smart city scenario. improving 5G-enabled loV performance
requires careful configuration of critical system parameters,
including network data rate, latency, and signaling overhead,
as these metrics directly influence QoS across diverse
applications.

The Simu5G, OMNET++, and INET provide appropriate
environment for comparing LTE and 5G-loV networks. The
simulator's 'omnet.ini' startup file includes the essential
parameters of 5G-loV, by covering the radio connections,
antennas, media access control, and PHY layer settings. This
file includes important parameters like radio channel model
type, vehicle count, and number of developed nodes (eNBs).
The 5G system settings differ from the LTE, recognizing
with different frequency bands and other unique properties.

A. The metrics description

System Overhead: The System overhead term explains the
non-data-carrying bits transmitted on the network, including
signaling, control messages, and acknowledgments. Which
can be calculated as the ratio of overhead data to total
transmitted data.

Network Data Rate: Refer to the amount of data
successfully transmitted over the network per second (Mbps
or Gbps). A higher throughput is needed for applications
covering video streaming, and real-time navigation.
Latency: which calculates the time taken for data to travel
between vehicles, infrastructure, or cloud servers. When the
minimum latency below 1ms is important for real-time
applications like autonomous driving and collision
avoidance.

The Channel Gain Rate: This term represents the ratio of
the power received to the power transmitted. In loV
environment, it's a dynamic variable affected by path loss,
shadowing, and fading. When the channel gain rate defines
as how this gain changes over time, effected by the cars
movement in loV system,

B. Result Analysis

The simulation scenario is implemented by using vehicle
numbers (25,50,75,100) with a speed of 50km/h. The area
map is about a 1.5 *1.5 Km grid network. For calculating the
performance parameters, covering the system overhead,
network data rate, latency, and channel gain rate. The
simulation  program  platform including  Simu5G,
OMNET++, and INET offer a rigorous and appropriate
environment for 5G-loV when compared with oV and LTE.
In Figure 5 present the overhead system analysis according
to the different levels of vehicles. when comparing 5G-loV
with the loV and LTE scenarios. From the results presenting
increase in overhead as the number of vehicles rises from 25
to 100. This growth according to the additional control-plane
signaling required for mobility management, scheduling, and
handover coordination. The increase follows a slightly super-
linear trend, reflecting the added complexity of managing
dense vehicular environments. In dense traffic scenarios,
overhead can consume a significant fraction of the available

spectrum, reducing the portion left for actual data
transmission.

5G-loV with network slicing and a more flexible
resource allocation framework allows for a much lower
overhead. Dedicated slices for loV traffic minimize
contention and control signaling, making the overhead more
stable (see Fig.5) and scalable even at high vehicle densities.
From that, the present system 5G-loV presented the best
result against the other scenario according to the
improvement in technology related to 5G technology.

System Overhead (%)

——5G-loV —@—loV ——LTE

O 30
£
g 20
g
o 10
25 50 75 100
Levels of Vehicle

Fig. 5. 5G-loV overhead vs the levels of vehicle numbers

The network transfer rate in Fig. 6, which covers the
performance according to other comparison scenarios for
various levels of vehicles. The throughput decreases slightly
with more vehicles. The total raw network capacity is fixed
but overhead consumes more as the number of vehicles rises.
Even though more users are sharing the network, the
aggregate speed drops because overhead grows faster than
user demand scaling. Network designers must optimize
overhead-handling protocols to keep total throughput high,
especially in high-density vehicular scenarios.

Network Transfer Rate

e 5G-10V  w=lll== OV e LTE

0.8

0.7
0.6
0.5
0.4
0.3
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0.1

Network Transfer Rate

25 50 75 100
Levels of Vehicles

Fig. 6. The network transfer rate vs vehicles numbers

As presented in Fig. 6, the 5G-loV framework achieves
the highest network transfer rate among all compared
systems. The rate increases from 0.45 to 0.73, representing a
62.2% increase as the vehicle count rises. The loV system
improves from 0.25 to 0.58 (56.9% increase), while LTE
increases from 0.18 to 0.45 (60% increase). When all
schemes showing growth, the 5G-loV includes a higher
throughput, reflecting its superior spectral efficiency and
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advanced data-handling capacity. The suggested system 5G-
loV presents high reliability, which is important for ensuring
that information is delivered accurately.

In Fig. 7. the latency result for the 5G-loV is presented
when compared with another comparison scenario for the
number of vehicles. From the result, latency increases
nonlinearly with the number of vehicles increasing. When
additional vehicles mean more competition for time slots,
leading for more processing information at the base station,
and unexpected replays due to interference. So, the latency
increase here is modeled quadratically, reflecting queuing
and congestion effects in a traffic 5G-loV environment.

The results illustrated presented that 5G-loV outperforms
loV and LTE. The latency of 5G-loV increases moderately
from 5ms to 14ms, corresponding to a 64% lower delay on
average compared to loV and a 71% lower delay compared
to LTE. The loV network shows a latency increase from
15ms to 26ms, while LTE increase from 18ms to 34ms. The
latency diminishes in 5G-loV posted its effectiveness in
supporting real-time vehicular communications and safety-
critical applications. 5G's ultra-reliable low-latency
communication (URLLC) feature is designed to address this.
Latency is expected to be consistently low (below 1ms),
regardless of vehicle density. This is the single most critical
advantage for loV safety applications.

Network Latency(ms)

—+—5G-loV -#—IloV =a—LTE

25
15
10

5

25 50 75 100
Levels of Vehicles

Network Latency(ms)
8

Fig. 7. The Network Latency vs the vehicle numbers

Fig. 8. presents the channel gain rate according to the
levels of vehicles with related comparison scenarios.
Channel capacity per vehicle decreases as the number of
vehicles grows. More users share the spectrum, and
interference increases, reducing the effective SNR. Even
though 5G can reuse frequencies spatially, denser
environments still face reduced per-user channel gain. While
total network capacity is large, individual vehicles will
experience lower bandwidth in congested conditions unless
adaptive modulation, beamforming, or dynamic spectrum
allocation is used.

As depicted in Figure 8, the 5G-loV system consistently
exhibits the highest channel gain rate across all vehicle
densities. The gain rate increases from approximately 1.32 to
1.75, representing a 32.5% improvement as the number of
vehicles increases. From the result presented, the loV
increase from 1.25 to 1.52 (21.6% improvement), LTE
include increase from 1.18 to 1.42 (20.3% improvement).
These results show that 5G-loV achieves perfect signal

quality with stable communication links, in high-dense
environments.

The 5G-loV system aims to keep a strong connection
with fast-moving vehicles, so the connection stays strong and
reliable. The channel gain rate is more stable in 5G than in
LTE or DSRC, despite the high mobility. The 5G
management is important for ensuring that different loV
applications.

Channel Gain Rate%

=4—5G-loV =f=loV =—d—LTE
1.8
1.7
1.6

1.5
1.4
1.3

1.2
1.1

Channel Gain Rate

25 50 75 100
Levels of Vehicles

Fig. 8. The channel Gain Rate vs the vehicles humbers

Increasing the number of vehicles in a 5G-loV network
leads to higher overhead, slightly reduced throughput, with
higher latency, and lower per-vehicle channel capacity. The
primary challenge is balancing between network efficiency
and system resources by minimizing signaling costs and
managing interference while providing low-latency, high-
reliability links.

V.CONCLUSION

The Internet of WVehicles (loV) system with 5G
technology which improves network performance in smart
cities. 5G-loV implemented the requirements evaluation to
change technologies and urban needs. The system
improvement with loV and 5G trends, covering artificial
intelligence and security. 5G is important for smart cities
because it supports massive communications and low-
latency connectivity. This paper covers the 5G with loV
integration in the smart cities framework for the development
industry application.

From the system result analysis, the comparative results
presented that 5G-loV achieves implemented high
performance gains over loV and LTE in all presented
parameters. which including up to 32% higher channel gain
rate, around 65-70% lower network latency, and about 20—
25% higher network transfer rate.

These findings prove that the 5G-loV architecture
implemented a more reliable, faster, and efficient
communication platform for vehicular networks, making it
more efficient for intelligent transportation systems. The
future studies may be covering the security concerns and
exploring Al-driven network optimization. On the other
hand, future simulation technologies cover the highly
accurate traffic demand modeling models for 5G-loV traffic
environment.
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